MUSTAFA ABDUL HUSSAI

@ +971 5453 27660
N @ muscyb@gmail.com

mustafacs.tech &’

About Me Highly motivated and detail-oriented individual, proficient in Arabic,

with a focus on networking and cybersecurity. Seeking a Network

Engineer or Cybersecurity Analyst position where | can utilize

my skills and knowledge to ensure the security of digital systems.
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Education 2023 » Semester 01: System Administration 1, Network

National Institute of
Business Management

(NIBM - Sri Lanka)

Higher National

Coventry University ,——PDiploma in Network

(UK) 2nd Year Engineering

BSc (Hons)

Ethical Hacking 2022 .
and

National Institute of

Network Security Business Management

1st Year (NIBM - Sri Lanka)

Advanced Certificate
Lbin Network

Administration
2021
WinSYS City Campus

Diploma in Networking
and Security

Programming Design, Principles of Information
Security, Virtualization and Storage, Database
Management Systems, Embedded Systems
Semester 02: System Administration 2, Data
Structures & Algorithm, Network Security, Physical
Security, Cloud Computing, Internet of Things,

CCNA: Introduction to Networks

CCNA: Switching, Routing, and Wireless Essentials
CCNA: Enterprise Networking, Security, and
Automation

PCAP - Programming Essentials in Python
Cybersecurity Essentials

01) CCNA New Syllabus (Routing & Switching)
(02)MCSA | 70 -740

(03) Linux Administration

(04) Network Engineering

(05) Hardware Engineering


https://www.netacad.com/courses/networking/ccna-introduction-networks
https://www.netacad.com/courses/networking/ccna-switching-routing-wireless-essentials
https://www.netacad.com/courses/networking/ccna-enterprise-networking-security-automation
https://mustafacs.tech/

Experience

Projects
National Institute of Business Management - 2021 - 2023

CO Risk Assessment Project using Octave Allegro
Conducted risk assessments utilizing the Octave Allegro framework for critical assets of an online
shopping company. Analyzed potential risks and vulnerabilities, assessed their likelihood and
impact, and recommended tailored countermeasures for enhanced security.
CO Cybersecurity Incident Response Plan Project
Developed an IR plan with SOC (Security Operations Center) roles and methodology for a
medium-sized online banking organization. Outlined procedures for identifying, responding to,
and recovering from cybersecurity incidents across critical assets
CO Network Engineering
e Set up a company network using physical devices, including routers, switches, and servers
» Configured network protocols, including TCP/IP, DNS, and DHCP
o Configured security settings, including firewalls, access control lists (ACLs), and (VPNs)
CO Azure Cloud
* Implemented an environment in Azure to provide networking, virtual machines, and storage
Lead Web Design and Development Specialist
ImpactX- 2019 - 2023 CO Portfolio: impactx.global
As a Web Design and Development Specialist at ImpactX-, | was dedicated to combining
technical excellence with creative ingenuity to produce captivating and functional websites. My
role encompasses a wide range of responsibilities, including:
e Collaborating closely with clients and internal team to thoroughly understand project
requirements and objectives.
» Designing visually appealing and user-centric website layouts that adhere to best practices in
Ul/UX design.
e Employing front-end technologies such as HTML, CSS, and JavaScript to bring designs to life
and ensure seamless user experiences.
e Customizing and integrating Content Management Systems (CMS), particularly WordPress,
to empower clients with easy content management capabilities.
e Conducting rigorous testing and debugging to guarantee optimal website functionality and
performance.
With a diverse portfolio of clients from around the world, including Canada, UK, UAE, Pakistan,
Sri Lanka, and more, | am committed to crafting websites that not only meet client objectives but
also resonate with global audiences.
RECENTS CLIENTS & PROJECTS
UK Counsellor Sri Lanka Ecofriendly Packaging

#5.Fig Tree

Counselling sychotherapy

Redesigned E-commerce website
‘j reflecting the client's journey
towards ecofriendly packaging

Developed coaching website
with dynamic features and
client-focused design

UAE | Metal & Glass Fabrication Canada Daycare & Preschool
. METAL A company }Nebsite fo'cus.ed NG -o"""- LITTLE Web design & develo'pment of a
: & on SEO to display their wide i, 3 SAKS preschool to showcase its programs
; Glass variety of services B2 i';AR‘LY EDUCATION and events
Canada Dayhome Agency Life Coach

An attractive and easy to use
(V[E] Y

Developed a coaching website,

T|R] website for both parents and o K
DAYHOMES educators based in Calgary, pr|or|t|zm.g dynamic features and
Canada client engagement
Sri Lanka Ecommerce Store Pakistan Coffee - E-commerce

. A unique website for a special
o deals which can cater to a many QOUJOh coffee company who brings in beans

Setup of an ecommerce site

sellers and buyers with unique
products

ialty coff
specialy et from all over the world to Pakistan



https://mustafacs.tech/risk-assessment-project-using-octave-allegro
https://mustafacs.tech/streamlining-azure-network-setup-with-powershell-a-practical-dive/
https://mustafacs.tech/cybersecurity-incident-response-plan/
https://mustafacs.tech/navigating-through-ccna-practical-skills-a-comprehensive-report/
https://impactx.global/

EVENTS

CO 15th National Annual Cybersecurity Conference - 2023

5% 15" National

=== cybersecurity

e Conference 2023

Sri Lanka CERT|CC

| had the privilege of meeting remarkable individuals with insights which were eye-
opening and inspired me to continue to upskill myself and contribute to this field.

Mr. Oshada Senanayake emphasized the significance of Information and Cyber Security
Policy in a dynamic technology landscape, offering a comprehensive framework for
secure environments. Mr. Buddhika De Alwis elaborated on effective Incident Response
strategies, underlining the critical need for preparedness and quick action in the
interconnected world. Attending this conference has further fueled my passion for
cybersecurity. The knowledge gained, coupled with the connections made, have given
me a solid foundation for my journey ahead!

Language

¢ English (Excellent Speaking

and Writing Skills)

* Urdu/Hindi
¢ Sinhala

e Arabic

Reference

Chandana Piyasena Contact:
chandana@fincsirt. Lk
chandanap124@gmail.com
+94 74 339 7126

Assistant Manager Information Security |
FINCSIRT Sri Lanka

(Financial Sector Computer Security
Incident Response Team)

Nayanajith Shehan Attapattu Contact:

shehan.attapattu@softlogic.lk
shehan.a@outlook.com

+94 77 2991073

Manager - Enterprise Business Solutions
Softlogic  Information  Technologies
(Pvt) Ltd


https://www.linkedin.com/company/sri-lanka-cert-cc/
https://mustafacs.tech/reflecting-on-my-first-cybersecurity-conference-experience/

